Student Account Access Troubleshooting Guide

NOILYONAa3

Throughout the year, there are times when large numbers of students arrive, making it
challenging to ensure they are all logged in, connected, and ready to use their devices. To
support this process, we’ve created a guide to help you efficiently get students up and running.

In some cases, IT is the only team that can resolve certain issues. However, in many situations,
the student or Student Support teams can address the problem or implement a workaround
without involving IT.

To assist with this, we’ve developed a document that provides clear guidance on whether an
issue can be resolved directly with the student or if it should be escalated to the IT Helpdesk.
This document is live and will be updated regularly to ensure you have the most current
information and can be used by student service teams or tutors/lecturers trying to assist their
students.

Please bookmark the link for quick and easy access.
https://onboard.up.education/Documents/studentaccountaccessguide.pdf

Please note that when following the Support Process Flow Chart in this document, anything
highlighted in BOLD points you to certain sections of this document with the same title.
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0365 Student Account Check Tool

If a student is having login issues, the first thing is to establish is if the student’s account exists,
is enabled and that the account expiry date is greater than the finish date of their current
confirmed enrollment.

Step 1: Click on this form link: UP Education Office365 Student Account Check - Fill out form
If you don’t have permission to view this form, then please email helpdesk@up.education and
ask for access.

Step 2: If you want to check one student account, then select Individual, if you want to check
multiple students, then select Bulk,

UP Education Office365 Student Account Check

Yes

Was the student
was able to set their
account password?



https://onboard.up.education/Documents/studentaccountaccessguide.pdf
https://onboard.up.education/Documents/studentaccountaccessguide.pdf

Support Process Flow Chart
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0365 Student Account Check Tool

If a student is having login issues, the first thing is to establish is if the student’s account exists,
is enabled and that the account expiry date is greater than the finish date of their current
confirmed enrollment.

Step 1: Click on this form link: UP Education Office365 Student Account Check — Fill out form
If you don’t have permission to view this form, then please email helpdesk@up.education and
ask for access.

Step 2: If you want to check one student account, then select Individual, if you want to check
multiple students, then select Bulk.

UP Education Office365 Student Account Check

This form enables you to verify if students have an active UP Education Office365 account. An active account grants students access to essential tools
like email, Word, PowerPoint, and more. It also allows them to log in to other platforms, such as LMSs, and connect to campus Wi-Fi. However, please
note that not all platforms use a UP Office365 account for login. For instance, AE's Student Management System (RTO) requires a separate username
and password. You can check accounts individually or in bulk by uploading an Excel file. Once processed, you'll receive an email with the results. If an
account is active, the student should be able to log in. If they encounter issues, they can follow the steps at https://studentstart.up.education/ and dlick
the "Set Account Password" button. If an account doesn't exist or is disabled, this could indicate an issue with admissions or IT.

Hi, Grant. When you submit this form, the owner will see your name and email address.

* Required

1. Check type *

O Bulk
O Individual

m

Step 3: If you want to check an individual, then type in the students ID number and click Submit

2. StudentID* [0}

270002861

Page | 3


https://forms.office.com/r/CjPdtZF6cy
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If you want to check multiple students at once, then create and save a .xlsx file with one column
that has all the student IDs in it. Make sure that column is titled ID.

x"  Autosave (@ off D~ = IDCheckfordo (J General « Saved to this PC £ search

File Home Insert Pagelayout Formulas Data Review View Automate Help  Acrobat

RS [T e L BT B G b | R R ) | D -
pre (B Coms - = $ - % 9 ‘ Conditional Formatas Cell | Insert Delete Format | CE1Fil™
~ < Format Painter ] Formatting ~  Table = Styles~ 5 o " © Clen-

Clipboard ] Font E] Alignment =] MNumber Styles. Cells Editir

e

I Qv‘iv‘avﬁv §;;‘EE E= Merge & Center ~

1]

~ p—
Ml 270690398
Ll 270656111
270191847 )
Mol 270672812
g 270257846
;] 270664789
270692809
iU} 270662324
270644840
jr3 270610567
NN 270636225
pL.Y 270636112
jE) 270657380
i) 270643287
iPl 270661381
270681260

-
[B]s]ele)

N
&

Click the Upload file button and browse to the file location to upload it and then click Submit.
2. Upload Student ID list (XLSX file with Column heading 'ID' ) (Non-anonymous question®) [T}

T Upload file

File number limit: 1 Single file size limit: 10MB  Allowed file types: Word, Excel, PPT, PDF, Image, Video, Audio
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Step 3: Whether you use the individual or bulk feature, you will receive an email with 3 possible
outcomes.

e The account exists and is enabled with an expiry date in the future.
e The account exists but its disabled.
e The account doesn’t exist.

Account Exists Individual Check - If you get this response, then follow Student Self Resolve
section of this document.

Account Check for Student

= To @ Grant Falconer /

®

Hi,
We located an account for the student ID number you provided (270628251), and it is currently ENABLED with an expiry date of 2026-07-11

If the account cannot be located or is found to be disabled, this indicates an issue with the student’s account provisioning process, meaning they currently do not have an active account.
Without an active account, the student will be unable to access several key services, including:

-Campus Wi-Fi
-Office applications such as Microsoft Teams
-Platforms like LMS or SMS that require a UP IT account for login

For assistance, please REPLY to this email. Doing so will automatically create a support request with our IT helpdesk.
If the account was located and enabled with a future expiry date, the student should have access to the services mentioned above. In this case, they may have forgotten their password or

need to reset it. Provide them with this guide to reset their password:
https://onboard.up.education/Doc udentresetpassword. pdf.

Regards
UP IT HelpDesk

Account Exists Bulk Check - If you get this response, then follow Student Self Resolve section of
this document.

Bulk Student Account Check

Helpdesk
5 To @ Grant Falconer

Hi,

If the account cannot be located or is found to be disabled, this indicates an issue with the student’s account prov
‘Without an active account, the student will be unable to access several key services, including:

-Campus Wi-Fi
-Office applications such as Microsoft Teams
-Platforms like LMS or SMS that require a UP IT account for login

For assistance, please REPLY to this email. Doing so will automatically create a support request with our IT helpde
If the account was located and enabled with a future expiry date, the student should have access to the services

need to reset it. Provide them with this guide to reset their password:
https://onboard.up.ed /D udentreset) 1.pdf.

Student ID Status

270200033 Expires: 2026-01-20
270573918 Expires: 2026-01-20
270672703 Expires: 2026-09-08
270671413 Expires: 2025-12-23
270600221 Expires: 2026-01-20
270374138 Expires: 2026-12-01
270643287 Expires: 2025-08-26
270504714 Expires: 2026-09-08
270643948 Expires: 2025-12-23
270205671 Expires: 2025-12-30
270444177 Expires: 2025-08-12
270394921 Expires: 2025-12-23
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Account exists but is disabled Individual Check - If you get this response, then follow the
Student Enrolment Check section of this document.

Account Check for Student

TTCETIEE O @
= To @ Grant Falconer Mon 1/20/2025 10:10 PM|

Hi,
We located an account for the student ID number you provided (1039977), and it is currently DISABLED with an expiry date of 2024-12-27.

If the account cannot be located or is found to be disabled, this indicates an issue with the student’s account provisioning process, meaning they currently do not have an active
account. Without an active account, the student will be unable to access several key services, including:

-Campus Wi-Fi
-Office applications such as Microsoft Teams
-Platforms like LMS or SMS that require a UP IT account for login

For assistance, please REPLY to this email. Doing so will automatically create a support request with our IT helpdesk.
Ifthe account was located and enabled with a future expiry date, the student should have access to the services mentioned above. In this case, they may have forgotten their password

or need to reset it. Provide them with this guide to reset their password:
https://onboard.up.education/Documents/studentresetpassword.pdf.

Account exists but is disabled Bulk Check - If you get this response, then follow the Student
Enrolment Check section of this document.

Bulk Student Account Check

Helpdesk
;' To # Grant Falconer
U npies. Zu

o .
270671069 Expires: 2025-08-12
270662324 Expires: 2025-08-26
270274525 Expires: 2025-12-23
270636112 Expires: 2025-08-26
270006464 Expires: 2025-12-23
270670168 Expires: 2025-08-12
270096755 Expires: 2026-02-10
270670141 Expires: 2026-08-08
270666696 Expires: 2025-08-12
270164766 Expires: 2026-01-20
270082754 Expires: 2025-12-30
270087422 Expires: 2026-01-20
270426055 Expires: 2026-02-10
270585776 Expires: 2025-12-23
270649761 Expires: 2025-12-30
270164115 Expires: 2025-08-12
270690812 Expires: 2025-12-30
270214224 Expires: 2026-12-01
270000749 Disabled, Expired: 2024-08-29
270645906 Expires: 2025-12-23
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Account doesn’t exist Individual Check - If you get this response, then follow the Student
Enrolment Check section of this document.

Account Check for Student

ML aa
L / 6 AM

To @ Grant F. el Thu 1 59:16 AM

Hi,
We attempted to locate an account using the student ID number you provided (7898989898); however, we were unable to find a matching account.

If the account cannot be located or is found to be disabled, this indicates an issue with the student’s account provisioning process, meaning they currently do not have an active
account. Without an active account, the student will be unable to access several key services, including:

-Campus Wi-Fi
-Office applications such as Microsoft Teams
-Platforms like LMS or SMS that require a UP IT account for login

For assistance, please REPLY to this email. Doing so will automatically create a support request with our IT helpdesk.
If the account was located and enabled with a future expiry date, the student should have access to the services mentioned above. In this case, they may have forgotten their password

or need to reset it. Provide them with this guide to reset their password:
https://onboard.up.education/Documents/studentresetpassword.pdf.

Account doesn’t exist Bulk Check - If you get this response, then follow the Student Enrolment
Check section of this document.

Bulk Student Account Check

Helpdesk
To * Grant Falconer

270645906 Expires: 2025-12-23
270571956 Expires: 2026-02-10
270518933 Expires: 2026-01-27
270664945 Expires: 2026-01-20
270686032 Expires: 2026-01-13
270084985 Expires: 2025-12-30
270686593 Expires: 2026-01-20
270690194 Expires: 2026-01-20
270166442 Expires: 2025-12-30
270689218 Expires: 2025-08-26
270185794 No Account

270257524 Expires: 2026-01-20
270409103 Expires: 2026-12-01
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Student Enrolment Check

If you get a response from the 0365 Student Account Check Tool that says the account exists
but is disabled or that the account doesn’t exist at all, then follow the steps below.

Step 1: Open the student management system used by your organization. Search for the
student record and look at their enrolments. Check to see if the student has a current
Confirmed enrolment. If they don’t have a current confirmed enrolment, then this is notan IT
issue, the issue needs to be resolved by the department that enrolls your students. Please
contact the appropriate team within your business to have the enrolment processed correctly.

Example of the confirmed enrolment status and course end date in SELMA

- ——— i ten
StudentDetalls  intomational  ComtactDewsils  NZCompliance  NSI  Enolmems  Eventlog  Documents  RoA  Swksholders  Miscollancous  CusiomFields  LNAAT
Search in table:
Enrolment ID = Start Date * End Date = Qual Code & Programme & Enrolment Status & EFTS %
View enrolment: 853312 17-02:2025 @ MZ2863 New Zealand Certificate in Study and Employment Pathways (Level 3) @ 0.5000

Step 2: If they have a current Confirmed enrolment, and the end date of the current confirmed
enrolment is greater than the disabled accounts expiry date then there is an IT issue with the
account not updating its expiry date. Please forward the account check email to
helpdesk@up.education

Account Check for Student

Helpdesk  Reply | © Reply Al |
= To @ Grant Falconer -

Hi,
We located an account for the student ID number you provided (1039977), and it is currently DISABLED with an expiry date of 2024-12-27.

If the account cannot be located or is found to be disabled, this indicates an issue with the student’s account provisioning process, meaning they currently do not have an active
account. Without an active account, the student will be unable to access several key services, including:

-Campus Wi-Fi
-Office applications such as Microsoft Teams
-Platforms like LMS or SMS that require a UP IT account for login
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If they have a current Confirmed enrolment and the students account doesn’t exist, then there

is an IT issue with the account not being created. Please forward the account check email to
helpdesk@up.education

Account Check for Student

"
Helpask EEEARENT 223 )0 B
;’ To # Grant Falconer - ! M

Hi,

We attempted to locate an account using the student ID number you provided (7898989858); however, we were unable to find a matching account.

If the account cannot be located or is found to be disabled, this indicates an issue with the student’s account provisioning process, meaning they currently do not have an
active account. Without an active account, the student will be unable to access several key services, including:

-Campus Wi-Fi

-Office applications such as Microsoft Teams

-Platforms like LMS or SMS that require a UP IT account for login
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Set Account Password Instructions

If it’s a student’s first day studying on campus or starting an online course, they should have
already received communication during the enrollment process about their login credentials
and password setup. This process varies between brands, so we assume that by now, they
know their login and password.

All students can access the following site to get started. Whether they already know their login
credentials or not, this site can help them gain access to their account and provides essential
information about the IT services available to them as part of their UP-Education student
account.

If a student hasn’t accessed their student account yet, it is recommended that they first use the
"Set Account Password" link on the site to set their password. This will allow them to log in and
access the other IT services available to them. If a student cannot set their password and gain
access to their account after following this document, then follow the steps in the rest of this
document.

Students can access this site on mobile phones, tablets and computers without having to login:
https://studentstart.up.education/

studentstart.up.education

NOLLYONG3

Welcome to the Getting Started Hub for students! Here, you'll find everything you need to set up your account and devices to make the most of the IT
services available for studying, whether at home or on campus. Use the buttons below to navigate through the help articles. If you're new and haven't

accessed your student account yet, we recommend starting with the Set Account Password article.
n
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Step 1. Open your web browser and visit: https://portal.office.com
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https://studentstart.up.education/

If the Account exists and is enabled with an expiry date in the future, then the student should
be able to gain access to their account, as long as their personal email address is correct on
their account.

There are two main scenarios when students may contact you raising the alarm that they have
a login issue.

1. They arrived on campus for their first day
2. Before they arrive on campus, and they have tried to login from home

They arrived on campus for their first day
This scenario is more challenging because if the student can’t login to Wi-Fi, how can they set
their password? This is why it is recommended that students login prior to arriving on campus.

Step 1: You need to find and communicate to the student their student email address and
confirm their personal email address. They will need these in order to gain access to their
account. The systems to obtain the email addresses can vary for our institutions but are
generally found against the students record in either a CRM or SMS.

Below is an example of student’s study and personal email addresses in a few of our SMS
platforms used by various providers. All student email addresses follow the format
<<studentID>>@<<institution email domain>>

SELMA

Meshed (RTO, HE)
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Step 2: You can respond to the student with something similar shown below:
Dear <<type student name>>

We apologize you are having issues with your login. Please follow the steps below to gain
access to your account. You will need to perform the steps below either from your home
network or on a mobile device with cellular connectivity as you currently won’t be able to
connect to the Wi-Fi on campus until you set/reset your password.

1. Visit https://studentstart.up.education/

2. Click on Set Account Password and follow the steps

3. When following the steps you will need to know your student email address. Your
student email address is: <<type student email address>>

4. An account recovery code will be sent to your personal email address. Your personal
email address we currently have on record is <<type personal email address>>. If this
email address has been changed or is inaccurate, send an email to
helpdesk@up.education and provide the following: the old email address, the new email
address and your student ID number.

If you are unable to gain access to your account, please let us know.

Kind Regards
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Set up MFA

If a student is unable to install the Authenticator app, for example, because their mobile phone’s operating system
is outdated, it is recommended that they select the phone (call or text) option as their MFA method instead.

Authenticator

Can't install Authenticator.
Your device is too old

OK

When the student logs in and starts the MFA set up process, guide them to use the Phone method below.

P!

1@test.up.education
Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

By accessing this system, you agree to comply with
all applicable laws and UP Education policies.

Keep your account secure

Microsoft Authenticator

6 Start by getting the app
On your phone, installthe Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

( Lwant to set up a different method ‘

Choose a different method

Microsoft Authenticator
@ Approve sign-in requests or use one-
time codes

Get a call or texjo sign in with a code

Need more info? Learn more about each
method.

X

Phone

You can prove who you are by receiving a code on your phone.

What phone number would you like to use?

Country code Phone number

United States (+1) ~ | Enter phone number

Choose how to verify

(®) Receive a code

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

Lwant to set up a different method

Page | 13



Reset Student MFA Tool

If the student isn’t receiving the notification prompt on their Authenticator App when attempting to log in, it may
indicate an incomplete setup or a temporary glitch. Use the MFA reset tool below to remove their registered
devices so they can restart the MFA setup process.

= Authenticator QR

m Cardiff University S
 @cardiff.ac.uk

@ Are you trying to sign in? >

Cardiff University
@cardiff.ac.uk

Enter the number shown to sign in.

l[r ter number

No, it's not me Yes

Step 1: Click on this form link: Reset student MFA — Fill out form If you don’t have permission to
view this form, then please email helpdesk@up.education and ask for access.

Step 2: Enter the students’ study email address (not personal email address) and click submit.

Reset student MFA

Use this form if a student is experiencing MFA issues with the Microsoft Authenticator app, or if their phone has been lost, stolen,
or their number has changed. Once you provide the student’s email address and clicked submit, all existing authentication
methaods for that account will be removed. The student will then be prompted to re-register their MFA settings the next time they
sign in. After you click submit, please wait 2-3 minutes for the current methods to be removed before getting the student to try
and sign in again.

If the student cannot remember their password, they can reset it themselves by visiting: https://studentstart.up.education/ and
following the Set Account Password instructions.

Hi, Grant. When you submit this form, the owner will see your name and email address.

* Required

1. Student login * [0}

[Please enter an email

Submit.

B Microsoft 365

“This contant is created by the owner of the form. The data you submit will be sent to the form owner. Micrasoft s not responsibla for the privacy or security practices of its customess, including those of this
orm cwmer. Mever give ot your password.
Microsoft Farms | &1-Powered surveys. quizzes and polls Crests my ovm form
Privacy and caokies | Terms of use
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Step 3: Wait 3-5 mins until you get the reset result notification email from helpdesk and then
get the student to log in again.

ot

File Message Help Q@ Tell me what you want to do

X@@ <]1)5§

Delete | Report | Respond | Shareto All i Immersive | Translatq

~ Teams Apps > =

Report Teams Apps [ Languag!

Student MFA reset result

Helpdesk
;' To « Grant Falconer

Authentication method(s) found: 2 1086566@student.ae.edu.au authentication method(s) reset
is successful (2 is the expected number: password and email). Authentication method(s) found: 2

When the student logs in, they should get this screen to start the MFA set up process again.

Nouvanaa

1]

1@test.up.education
Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

By accessing this system, you agree to comply with
all applicable laws and UP Education policies.
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