Setting up MFA

NOILYONa3

When you access a website/app (that uses your work account) for the first time, on a new
device or if you are accessing UP Education IT services remotely, it will ask for 2FA verification.

These instructions will show you how to set up Microsoft Authenticator on your phone. Before
you begin, you will need to download the Microsoft Authenticator app for your phone from
your respective app store; App Store for iPhone and Play Store for Android.
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No multi-factor authentication currently set up:

Step 1: Go to https://aka.ms/mfasetup - You may be prompted to sign in.

B® Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

C% Sign-in options

Step 2: If you have not previously set up multi-factor authentication on your account, you will
be shown the following prompt — Click ‘Next’

—
o=
NOUYINA3

mfa.test2@up.education

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more
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https://aka.ms/mfasetup

Step 3: Select Mobile app from the dropdown menu below ‘Step 1: How should we contact
you’, and then select Receive notifications for verification from the ‘How do you want to use
the mobile app’ area.

ol

Additional security verification
Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 1: How should we contact you?

Mobile app N _

How do you want to use the mobile app?

@ Receive notifications for verification _

To use these verification methods, you must set up the Microsoft Authenticator app.
Set up Please configure the mobile app.

Next

Step 4: Click ‘Set up’.

ob:

Additional security verification
Secure your account by adding phene verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Meobile app hd

How do you want to use the mobile app?

® Receive notifications for verification

To use these verification methods, you must set up the Micresoft Authenticator app.

Please configure the mobile app.

Mext
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Step 5: You will then be shown the following window. Open the Microsoft authenticator app on

your phone and press ‘+’ (Add Account).

Configure mobile app

Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android or iOS.
2. In the app, add an account and choose "Work or school account”.

3. Scan the image below.

If you are unable to scan the image, enter the following information in your app.

Coce: B ER 0N

Url:  httpsy//mobileappcommunicator.auth.microsoftcom/activate/932709691/AUE

If the app displays a six-digit code, choose "Next".

cancel

’

Step 6: Press ‘Work or school account’.

all One NZ & 10:48 AM

< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. Personal account

=. Work or school account -

Other (Google, Facebook, etc.)

ull One NZ = 10:30 AM

= Authenticator

UP Education

[E UP Education

() P

Authenticator Passwords

®© G

Addresses Verified IDs
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Step 7: Press ‘Scan QR code’, then aim your phone’s camera at the QR code in the window
titled ‘Configure mobile app’ (will look like screenhot in Step 5).

all One NZ & 10:49 AM

< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

-. Personal account >
[} e

Work or school account >
I

Other (Google, Facebook, etc.) >

Add work or school account

Sign in Scan QR code

Step 8: Once the QR code has been scanned, you should see your work email appear under
‘Authenticator’. On the ‘Configure mobile app’ window, click ‘Next’.

ull One NZ & 10:52 AM

= Authenticator

&
&
&

Configure mobile app
UP Education Complete the following steps to configure your mobile app

UP Education

.

UP Education
MFA.Test@up.education

1. Install the Microsoft authenticator app for Windows Phone, Android or iS5,

2. In the app, add an account and choose "Work or school account”

If you are unable to scan the image, enter the following information in your app.

Coce B ES 088

Url:  https://mobileappcommunicator.auth.microsoft.com/activate/932709691/AUE

If the app displays a six-digit code, choose "Next"

w Cance'

n A ® =

Authenticator Passwords Addresses Verified IDs
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Step 9: ‘Set up’ will now be greyed out and next to it, it should say ‘Mobile app has been

configured for notifications.” Click ‘Next’.

Secure your account by adding phone verification to your password. View videa to know how to secure your account
Step 1: How should we contact you?
Mobile app v

How do you want to use the mobile app?

@  Receive notifications for verification

To use these verification methods, you must set up the Microsoft Authenticator app.

Set up Mobile app has been configured for notifications.

e |

Step 10: You should now be taken to a page titled ‘Additional security verification’. If you see
your phone under Authenticator app or Token, then Microsoft authenticator is all set up on

your account!

Additional security verification

When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password.

We'll use this verification option by default.

Motify me through app ~

Ke to respond

Set up one or more of these options. Learn more

Authentication phone " New Zealand (+64) v 123456784 |

[0 office phone (do notuse Lync
hone) ~
P h Extension|

[ Alternate authentication phone

Authenticator app or Token Set up Authenticator app

tore multi-factor authentication on previc USly Tru sted devices

Save cancel

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.
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Multi-factor authentication (SMS) already set up:

Step 1: Go to https://aka.ms/mfasetup - You may be prompted to sign in.

BE Microsoft
Sign in

Email, phone, or Skype

Mo account? Create one!

Can't access your account?
C% Sign-in options

Step 2: If SMS (Text/Call) multi-factor authentication is already set up on your account, you will
be shown the following prompt — Select whichever option you prefer.

NOLYING3

mfa.test@up.education

Verify your identity

D Text +XX XXX 20

% Call +3XX X026

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel
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https://aka.ms/mfasetup

Step 3: Once signed-in you will see the below webpage. Select Notify me through app from the
dropdown menu below ‘We’ll use this verification option by default’, and then select
Authenticator app or Token from the ‘how would you like to respond?’ area.

Additional security verification

When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password,

We'll use this verification option by default.

Notify me through app v _

how would you like to respond
Set up one or more of these options. Learn more

Authentication phone * | New Zealand (+64) v 1

N
w

456789

O office phone (do not use a Lync

hone)
g : Extension
(J Alternate authentication phone
Authenticator app or Token Set up Authenticator app
ulti r trusted devices

Restore
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Step 4: Click ‘Set up Authenticator app’.

now would you | Ke 10 responar

Set up one or more of these options. Learn more

Authentication phone * | New Zealand (+64) v 123456789

(] Office phone (do not use a Lync
hone) )
P ) Extension

() Alternate authentication phone

Authenticator app or Token Set up Authenticator app

Step 5: You will then be shown the following window. Open the Microsoft authenticator app on
your phone and press ‘+’ (Add Account).

all One NZ = 10:30 AM

= Authenticator

&
&

UP Education

Configure mobile app I

Complete the following steps to configure your mobile app.

1. Install the Microscft authenticater app for Windows Phone, Android or i0S.

UP Education

2. In the app, add an account and choose "Work or school account”.

3. Scan the image below.

If you are unable to scan the image, enter the following information in your app.
Code: SIS EE 0N

Ur:  https://mobileappcommunicator.auth.microsoft.com/activate/932709691/AUE

If the app displays a six-digit code, choose "Mext".

Next cancel

A e ® B

Authenticator Passwords Addresses Verified IDs
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Step 6: Press ‘Work or school account’.

ul One NZ & 10:48 AM

< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. Personal account

=. Work or school account _

Other (Google, Facebook, etc.)

Step 7: Press ‘Scan QR code’, then aim your phone’s camera at the QR code in the window
titled ‘Configure mobile app’ (will look like screenhot in Step 5).

all One NZ & 10:49 AM

< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account >

Other (Google, Facebook, etc.) >

Add work or school account

Sign in Scan QR code -
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Step 8: Once the QR code has been scanned, you should see your work email appear under
‘Authenticator’. On the ‘Configure mobile app’ window, click ‘Next’.

ol One NZ = 10:52 AM

= Authenticator

&
5]
&

Configure mobile app
UP Education Complete the following steps to configure your mobile app
1. Install the Microsoft authenticator app for Windows Phone, Android or i0S,

2, In the app an accoun choose "Work or school account”
UP Education 2. In the app, add an account and choose "Work or school account’

.

UP Education
MFA.Test@up.education

fyou are unable to scan the image, enter the following informaticn in your app

Code MBS 088

Ur:  https://mobileappcommunicator.auth.microsoft.com/activate/932709691/AUE

w Cance'

If the app displays a six-digit code, choose "Next"

) e © 2

Authenticator Passwords Addresses Verified IDs

Step 9: ‘Set up’ will now be greyed out and next to it, it should say ‘Mobile app has been
configured for notifications.” Click ‘Next’.

Secure your account by adding phone verification to your password. View video to know how to secure your account
Step 1: How should we contact you?
Mobile app v

How do you want to use the mobile app?

®  Receive notifications for verification

To use these verification methods, you must set up the Microsoft Authenticator app.

Setup Mobile app has been configured for notifications

e
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Step 10: If you can now see your phone under Authenticator app or Token, then Microsoft

authenticator is all set up on your account!

Additional security verification

View video to know how to secure your account

what's your preferred option?
‘We'll use this verification option by default.

MNotify me through app g

o
W

would you like to respond?

Set up one or more of these options. Learn more

When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password

Authentication phone * | New Zealand (+64) v [123456?89|

[J Office phone (de not use a Lync
hone)
P . Extension

[J Alternate authentication phone

Authenticator app or Token Set up Authenticator app
Authenticator app - iPhone &
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